Is this the End of Email for REALTORS?
Who's not nervous?
If you were among the hundreds of REALTORS® attending the two sold out Board information sessions recently detailing the
latest on FINTRAC and pending anti spam legislation, you no doubt sensed a level of angst in the crowd.
Together with the endless flow of emails surfacing lately from developers, auto dealers, florists, mortgage brokers and the like
asking for consent to continue sending emails, timed presumably (and unnecessarily so) to arrive before July 1 st , another
dose of clarity seems to be in order.
Make the most of it
Let’s take a look at a timetable for action to turn this legislative headache into an opportunity to fortify your all important
database - an incentive to turn those proverbial bitter lemons into invigorating lemonade!
1. Chill Out But Don’t Tune Out
First piece of advice. Relax but still take action. The law does kick in July 1 st of this year but there are grace periods of time
to take action. The key is to use the time ahead effectively to ensure your revenue resource - your invaluable database stays current and effective.
2. Categorize Your Contacts
It’s important to recognize that different contacts will require a different action plan depending on the kind of consent you
currently have with them. Here’s a timetable to help guide you in your action plan for each:
New Contacts You Do a Transaction with after July 1 st , 2014

ï‚· Consent type - Implied
ï‚· Validation period - 2 years
ï‚· Action Plan - Obtain written consent when signing documents which, as express consent, will last forever.
Past Clients You have Done a Transaction with prior to July 1 st , 2014

ï‚· Consent type - Implied
ï‚· Validation period - 3 years from July 1st , 2014
ï‚· Action Plan - Obtain written consent by July 1 st , 2017, which, as express consent, will last forever.
Current Contacts Receiving Your Emails Without Opting In

ï‚· Consent type - Implied
ï‚· Validation period - 3 years from July 1st , 2014
ï‚· Action Plan - Obtain express written consent by July 1 st , 2017.
Current Contacts Receiving Your Emails With proof of an “Opt In”

ï‚· Consent type - Express
ï‚· Validation period - Forever

file:///C|/...20Krygsveld/Documents/Les%20Twarog/specialreports/Is%20this%20the%20End%20of%20Email%20for%20REALTORS.htm[28/06/2014 1:09:24 PM]

ï‚· Action Plan - All good to go. Take note, of course, of any request to “opt out”
New Contact You Have not yet Emailed prior to July 1 st , 2014

ï‚· Consent type - to be established
ï‚· Validation period - TBD
ï‚· Action Plan - You must email something of value to them before July 1 st , 2014. Then you have until July 1 st , 2017
to obtain express written consent
New Contacts You Meet After July 1 st , 2014

ï‚· Consent type - to be established
ï‚· Validation period - TBD
ï‚· Action Plan - You must obtain express written consent to email them
3. Protect Your Resource by Being Proactive Now
Few would argue the need for curbing unsolicited spam in the interest of protecting privacy and personal security, including
identity and credit card theft, fraud, and the unauthorized collection of personal information. By being proactive, we are
working in the best interests of clients and contacts while preserving our primary lifeline to our livelihood.
1.      Categorize you database as outlined earlier.
2.      Work through these categories starting with emails of value by July 1 st , 2014 to those not yet emailed. Continue with
this group through the next three years to obtain express consent.
3.      Progress through the categories with calls or emails of interest to establish express consent by July 1 st , 2017. Verbal
consent falls within compliance. Written consent is preferred.
4.      Amend your marketing materials, such as Open House sign in sheets to include a paragraph advising that, by signing
in, a consumer is providing express consent to receive electronic messages from you related to the market, noting the
option to opt out at any time.
5.      Be creative in your approach. Use this as an opportunity to “sell” your value as you seek consent to send invaluable
information in future from their “go to” REALTOR®.
4. Avoid temptation
Above all, avoid the temptation to follow those marketers who are mass emailing their current client database seeking their
consent to - opt in - presumably believing this must be done before July 1 st of this year. As mentioned earlier, the temptation
is too strong not to “opt in” where there is no value discernible from the email received.
Take time to craft your message and your invite in a way that will make your service and knowledge something contacts
can’t imagine doing without!
If you feel it necessary to send one soon, here's a sample script:
****
Hi [First Name]
We are committed to keeping you up-to-date with residential real estate opportunities.
Your privacy is important to us and due to changes resulting from Canada's new anti-spam legislation we’d like you to
reconfirm your desire to be part of our special Contact List.
Please reply “Yes” to this email to confirm your express consent before the new legislation comes into force on July 1st, 2014,
or you may not be able to fully enjoy the benefits of your participation in our VIP Contact List.
At any time you want to continue receiving information about Real Estate, special incentives, events and market updates, just
let me know via email.
Looking forward to hearing from you today,
Sincerely,
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****
An Even Better method to collect Opt-ins
If you have an existing data base of clients and no record of how you connected you can use this following method to confirm
the relationship with each contact in your database. Set up an account with Mailchimp or Constant Contact. Why? A standard
email program generally doesn’t allow you to track email responses, opens or manage unsubscribes. Both these programs can
help manage your lists moving forward. They are pretty simple. And have free options.
HELPFUL RESOURCE:
When in doubt about who to contact and how after July 1, refer to the CREA Anti-Spam Publication.
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As of July 1, your commercial emails and other
electronic communications will fall under the most
stringent anti-spam law of all the G8 countries.
What does this mean for you? For years you’ve been
carefully collecting contact information and sending

tools into a criminal act?

-8

Will the new rules turn one of your best marketing

50
%

updates, holiday greetings, relevant listings, market
analysis and/or newsletters to your list.

Unlikely. The legislation is aimed at serious spammers and phishers. But you may be doing a few things
that don’t fit under the new rules, so here’s a quick overview.

<

>

Main Points
Spam is the electronic equivalent of junk mail or cold calls: commercial messages that you never asked for,
but they come to your home or your phone anyway.
Canada’s Anti-Spam Law (CASL) basically says that you require prior consent to send an individual any
kind of electronic communication (email, text, instant messaging, apps and private messages via social
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media) for the purpose of encouraging them to engage in a commercial activity.
This does not apply to messages you send as part of conducting transactions. It’s only for messages that
promote or market your services.
It’s up to you to prove that you’ve been given that consent, whether it’s verbal, electronic or written. For
instance, anyone who signed an opt-in box on your website to receive your newsletter has given you
express consent to contact them, and you will have a record in your web logs. Someone who signed up to
receive news of similar listings at an open house has given you consent in writing and you keep the signup

Home Depot Canada Co-op
EXPIRES THIS WEDNESDAY

EXPIRES THIS THURSDAY

See More Flyers

sheet.
Express consent is valid until the person requests no further commercial communication (unsubscribes).
Consent is implied if you already have a business relationship with the person. A “business
relationship” means that you and this person have done business or had a contract, or this person has
inquired about your services or a listing.
If you’ve been regularly communicating with people who fit those criteria (and who haven’t given express
consent), their consent is implied for now. You have until July 1, 2017 to get them to confirm their consent
or unsubscribe from your messages.
As of July 1 2014, a business relationship is defined as anyone you have done business with in the last two
years and anyone who has sent you an inquiry in the last six months. You can add these people to your list,
but you’ll need to confirm their consent within the two-year or six-month time frame.
Consent is also implied if you have a personal or family relationship with the recipient, called a
“non-business relationship.”
CREA has prepared an in-depth guide called Guidance on CASL for REALTOR® Members
(http://www.realtorlink.ca/portal/server.pt/community/realtor%C2%AE_resources/692/publications). Any
questions can be answered there. Meanwhile, here are some helpful tips on what to do.
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Responding to inquiries/referrals: In your initial message, ask for permission to contact them again. You
are allowed to respond to referrals once, but after that there must be consent for any commercial message.
Making initial contact with a prospective client: Determine if this person has given you permission
before you send a commercial message. If not, don’t send it.
Following up on networking contacts: Business cards are not invitations for solicitation messages.
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1. Introduction
This resource has been developed by The Canadian Real Estate Association (CREA) as a service to
REALTOR® members to make compliance with Canada’s Anti-Spam Legislation (CASL) easier. It aims
to help REALTOR® members understand the requirements of CASL and how it applies to commercial
electronic messages (CEMs) with members and non-members. The final section of this document
provides guidance on the application of CASL to the installation of computer programs and apps.
When CASL was introduced in 2009, Canada was the only G-8 County without an anti-spam framework.
In this context, implementation was a matter of when, and not a question of if. CREA’s goal at the
outset was to preserve critical electronic marketing practices and to significantly and substantively
ease the compliance burden for CREA’s members.
Over four and a half years of persistent lobbying by CREA and REALTOR® members carved out nine
significant changes that will make it easier for Boards and Associations and REALTOR® members to
maintain and build relationships under CASL. Detailed information about these provisions in CASL is
found later in this publication, but a summary of those nine changes is as follows:
1. CEMs can be sent to follow-up on third-party referrals as long as the person making the referral
		 has a relationship with the recipient and certain information is included in the CEM.
2. A transitional provision allows members to send CEMs to certain recipients without express consent
		 for three years, provided certain conditions are met.
3. The amount of time during which a CEM can be sent to a client without express consent after a
		 sale was extended by an additional six months to 24 months total.
4. A CEM can be sent to follow up after exchanging contact information with the recipient, for example
		 after exchanging information at a networking event, so long as the message is relevant to the
		 recipient's business.
5. Express consent to send CEMs can be obtained orally or in writing. Prior to CREA’s lobbying
		 efforts consent could only be acquired in writing.
6. Requests for consent to send CEMs only need to include basic contact details about the sender.
Prior to CREA’s lobbying efforts, requests for consent had to contain a tremendous amount of
		 information about the sender.
		

7. A requirement to have a website in order to send a CEM was removed.
8. The regime's unsubscribe requirement was significantly streamlined. Senders of CEMs only need
		 to provide a single functioning unsubscribe mechanism to consumers.
9.
		
		
		

The private right of action in the legislation, which allows consumers to take legal action against
those who violate the act or regulations, has been delayed by three years. This removes initial
uncertainty about how this measure may be applied, particularly against those who mistakenly
contravene the law.

Please note this manual is compiled based on the best information available to CREA. It should not
be construed as legal advice. In the case of any uncertainty, it is important to obtain legal advice.
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1.1. What is CASL
			
			
			
			

Canada's Anti-Spam Legislation (CASL) is a law that regulates how you can send email, text
messages and other forms of electronic messages, and how you can use certain applications
(Apps) for marketing purposes. The federal government passed the law in an effort to reduce
spam, malware, and related internet threats.

			
			
			
			

CASL establishes three primary rules for sending CEMs: 1) senders must have consent from
the recipient of the message before sending a CEM; 2) senders must provide proper identification
and contact information to the recipient in each CEM; and, 3) senders must have a functioning
unsubscribe mechanism in their CEMs.

			
			

Complying with CASL means there are five questions you should ask yourself before sending
an electronic message:

			
			
			
			
			

1.
2.
3.
4.
5.

			
			

The rule with respect to computer programs and Apps is straight-forward: express consent
must always be obtained before a computer program or an App is installed.

Is the message a CEM?
Is the CEM subject to CASL?
Is there consent to send the CEM?
Does the CEM contain the required information?
Does the CEM contain an unsubscribe mechanism?

			
			
			
			
			

CASL passed Parliament in December 2010, and the provisions regarding the sending of CEMs
will come in to force on July 1, 2014. The provisions regarding the installation of an App or a
computer program will come into force January 15, 2015. CREA’s lobbying resulted in a three year
delay of the private right of action, which removes initial uncertainty about how this measure may
be applied against senders of CEMs, particularly those who mistakenly contravene the law.
			
These provisions will come into force on July 1, 2017. Once the law is in force, REALTOR®
			 members will have to comply with all of the rules under the law.
1.2. Why is it important to comply?
			
			
			
			
			
			
			
			
			
			
			

CASL contains significant penalties for non-compliance. The Canadian Radio-television
Telecommunications Commission (CRTC) can impose fines of up to $10 million per violation; e.g.,
for each email sent or App installed in violation of the legislation. Although subject to a three year
delay, a private right of action in the law also allows any person who receives an email sent contrary
to the rules to sue the sender. This means a recipient of unwanted messages can sue for actual
damages, as well as statutory damages of up to $200 per violation. While $200 may not seem
like a lot, it can quickly add up if the recipient has received a large number of unwanted messages
from a single sender. Furthermore, class actions lawsuits could be brought if there are many
individuals who have received the same message. The owner of a device can sue for statutory
damages of up to $1 million for the installation of a computer program or an App in violation of
the law.
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2. Application of CASL
2.1. What is a CEM?
			 The law applies to CEMs. There are two key components to the definition of a CEM: it must be
			 an electronic message and it must be commercial. An electronic message includes email,
			 SMS text messages, instant messages, and any form of electronic messaging that is sent to an
			 electronic account. This would include private messages sent through social media platforms
			 such as LinkedIn or Facebook. However, a post on Twitter or one's own Facebook page would
			 not be an electronic message because it is not sent to an account, such as an email address.
			 The law also does not apply to live or recorded voice or fax messages.
			
			
			
			
			
			
			

A message is considered commercial if it is reasonable to conclude that it is intended to
encourage participation in a commercial activity. This includes messages that promote a product,
a service, a business opportunity, or any person who does any of those things. This would
include a CEM with information about a REALTOR® member, even if it does not explicitly promote
the services of that REALTOR® member. Any links included in a message - such as a link to a
website of a REALTOR® member - are to be taken into consideration in determining whether the
message is commercial.

			

The following are examples of content in a message that would likely be considered "commercial":
• information about a listing or open house;
• the sales record of a REALTOR® member;
• asking an individual if they are interested in buying or selling a property.

			

The following are examples that would likely not be considered “commercial”:
• a message that delivers a standard form;
• a message to a client or colleague that discusses only personal matters.

			
			
			
			

The law also does not apply to messages that solely relate to a real estate transaction, such as
an email sent to an existing client providing a copy of an offer of purchase. That said, CASL would
apply to these emails if the message also contained "commercial" content; e.g., advertising about
the services of the REALTOR® member.

			
			
			

A message sent specifically for the purposes of obtaining consent, even if it does not contain any
commercial content, is also deemed to be a CEM. In other words, an electronic message sent
without consent cannot be used to obtain consent.

2.2. CEMs Subject to CASL
			
			
			

It is a violation of CASL to send a CEM to an electronic address unless the recipient has
consented to receive the CEM and the CEM contains the required information. However, there
are some exceptions to this requirement.

			
			

Messages sent between individuals that have a family or personal relationship are exempt
from the legislation. A family relationship is defined as one where the sender and recipient of
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			 the message are related to one another through a marriage, common-law partnership or any
			 legal parent-child relationship and those individuals have had direct, voluntary, two-way
			 communication. A personal relationship is defined as one where the sender and the recipient
			 of the message have had direct, voluntary, two-way communications and it would be reasonable
			 to conclude that they have a personal relationship, taking into consideration any relevant factors
			 such as the sharing of interests, experiences, opinions and information evidenced in the
			 communications, the frequency of communication, the length of time since the parties
			 communicated or whether the parties have met in person.
			

Moreover, messages sent for the following purposes are also exempt from CASL:

•
				
•
•
•
				
•
			
			
			

In order to inquire about or apply for a product or service, (i.e., a message sent from
a consumer to a REALTOR® member);
To respond to an inquiry or complaint about a product or service;
That are communications among employees of an organization;
That are communications between employees of two organizations that have a relationship
(e.g., between two brokerages that are cooperating on a sale);
To enforce a legal right.

All CEMs sent by REALTOR® members that do not qualify for these exemptions must comply
with CASL, which means the messages must contain the required information and the REALTOR®
member must ensure there is consent before sending the messages.

3. Consent
There are two forms of consent under CASL: implied and express.
3.1. Implied consent
			
			

There are five different circumstances where consent can be implied from a potential recipient
(i.e., a CEM can be sent by a REALTOR® member without explicitly asking for permission):
•
•
•
•
•

			

Following Up on a Referral;
Existing Business Relationships;
Existing Non-Business Relationships;
Conspicuous Publication of Electronic Address; and
Disclosure of Electronic Address by Recipient to a REALTOR® member.

3.1.1. Following Up on a Referral

					
					
					
					
					

Referrals are a common method of business development for REALTOR® members. In
a typical referral scenario, an individual will provide to a REALTOR® member an email
address or telephone number of a friend, family member, or colleague who may be in
need of services of the REALTOR® member. The REALTOR® member will then contact
that person.

5

Guidance on CASL for REALTOR® Members
					
					
					
					
					

This circumstance for implied consent was incorporated into the CASL regulations as a
result of lobbying by CREA. There are specific rules for the use of CEMs to follow up on
referrals that must be adhered to in order to avoid sending a CEM without consent in
contravention of the legislation. The first CEM sent to follow up on a referral is exempt
from CASL if:

• the individual who made the referral has a family relationship, personal relationship,
						 or an existing business relationship (explained below) with both the REALTOR®
						 member who sends the message and the person to whom the message is sent; and
• the REALTOR® member who sends the message discloses in the message the name
						 of the person who made the referral.
					
					

The diagram below provides a graphical depiction of the relationships between parties
under the referral exemption.

					
					

If a CEM sent to follow up on a referral meets these requirements then consent to send
the CEM is implied.

FIGURE 1: Relationships between parties under the referral exemption
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			 3.1.2. Existing Business Relationship
					
					
					
					
					
					
					
					

An existing business relationship arises where the REALTOR® member and the recipient
have done business together in the two years before the message is sent. Examples of
"doing business" include a purchase of property by the recipient from the REALTOR®
member, or a contractual relationship that ended within the past two years. An existing
business relationship also exists where the recipient has made an inquiry about the
services of a REALTOR® member within the past six months. A CEM may be sent based
on an existing business relationship until the time that the six month or two year time
period expires, whatever the case may be.

					

Examples of implied consent based on an existing business relationship:

• A REALTOR® member has a listing agreement with an individual. The REALTOR®
						 member can send a CEM to that individual up to two years after the agreement expires.
• An individual has sent an email to a REALTOR® member inquiring about their services
						 or asking for information about a property or listing. The REALTOR® member has
						 up to six months to follow up with a response by email.
			

3.1.3. Existing Non-Business Relationship

					
					
					
					
					
					
			

A non-business relationship exists where the sender: (a) is a charity, political party or
political candidate, and the recipient has volunteered or made a donation within the
previous two years; or (b) is a club, association, or volunteer organization of which the
recipient has been a member within the previous two years. A good example of when
this circumstance would apply is where a Board sends a message to its members that
advertises products and services available for purchase. Boards and Associations have
implied consent to send REALTORS® CEMs as a result of their membership in those
organizations.

3.1.4. Conspicuous Publication of Electronic Address

					
					
					
					
					
					
					

Consent may be implied if the recipient has conspicuously published their electronic
address (e.g., on a website), has not expressly stated that they do not wish to receive
unsolicited messages, and the content of the message is related to the recipient's business
or official capacity. This form of consent is more relevant in a business-to-business context.
It is difficult to rely on this form of consent to send a CEM to an individual who may be
interested in buying or selling because the purchase or sale of a home is unlikely to be
related to that individual's business or official capacity.

					
					
					

It is also important to be aware that a REALTOR® member cannot use computer programs
to collect electronic addresses that are published on the internet, as this is a contravention
of the Personal Information Protection and Electronic Documents Act (PIPEDA).

					

Example of implied consent based on conspicuous publication:

• A REALTOR® member has a listing that they are looking to promote. They find a
						 web site with an email address for another REALTOR® member who may have
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3.1.5. Disclosure of Electronic Address by Recipient to a REALTOR® Member

					
					
					
					

Consent may be implied if the recipient has disclosed their electronic address directly
to the sender, has not expressly stated that they do not wish to receive unsolicited
messages, and the content of the message is related to the recipient's professional
capacity. For example:

•
						
						
						
						
					

A representative of a property management company provides their business card
to a REALTOR® member that includes the representative’s email address. The
representative does not indicate that they do not wish to be contacted with unsolicited
commercial electronic messages. The REALTOR® member emails the representative
to ask if they need an agent to list their properties.

On the other hand, implied consent does not apply in the following circumstance:

•
						
						
						
			

clients who are interested in that listing. The first REALTOR® member uses the email
address published on the website to contact that second REALTOR® member.

An individual provides their business card to a REALTOR® member that includes
the individual's email address. The REALTOR® member cannot rely on implied
consent to contact that person about selling their personal home, as it is not related
to that person's official or business capacity.

3.1.6. Transitional Provision for Implied Consent

					
					

CASL contains a transitional provision that extends the time period during which consent
to send a CEM can be implied up to July 1, 2017, if:

•
						
						
						

there has ever been an existing business relationship or existing non-business
relationship in existence between the REALTOR® member and recipient before
July 1, 2014, without regard for the expiry dates associated with the various types
of relationships; and

• there has been communication by CEM between the REALTOR® member and the
						 recipient (e.g., the REALTOR® member has been sending updates or newsletters
						 by email).
					
					
					
					

This means that if an existing business relationship or non-existing business relationship
has existed at any time prior to July 1, 2014, and the REALTOR® member and recipient
have communicated through electronic communications, then consent is implied until
July 1, 2017, unless the recipient unsubscribes.

					
					

For example, a REALTOR® member is considered to have implied consent to continue
sending emails to the individual until July 1, 2017 if:

• A REALTOR® member represented an individual in the past, and the individual has
						 been receiving weekly email newsletters from the REALTOR® member.
• An individual contacted a REALTOR® member to inquire about their services or a
						 property listing, and the REALTOR® member and the individual maintained contact
						 through email.
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You can use this three-year window to send a CEM to obtain express consent, which
would close after July 1, 2017. It is important to note that normally an email sent to
obtain consent would be considered a CEM itself, which means the sender would have
to have consent before sending the email in order to comply with CASL. However, if
express consent is sought in an email sent during this transitional period, then consent
is implied for that CEM.

					
					
					
					
					
					
					

Many REALTOR® members have existing databases of email and/or other electronic
addresses. One way to ensure that REALTOR® members can continue to send emails to
these addresses is to send a message to request consent before CASL comes into
effect on July 1, 2014. Alternatively, if the REALTOR® member has an existing business
or non-business relationship with the owners of the email addresses, then the REALTOR®
member can take advantage of the three-year transitional provisions and send an email
to obtain consent during that period.

					
					
					

Once CASL comes in to force, it will be important to stop sending CEMs to anyone who
has not provided consent in accordance with the law or who does not provide consent
when consent is sought using the transitional provisions.

			

3.1.7. Tips for compliance

•
						
						
						
						

An existing business relationship is the most relevant form of implied consent for
contacting individual clients. It may allow you to contact individuals you have done
business with in the past. However, an existing business relationship is time-limited,
meaning that it should be used as an opportunity to obtain express consent.
Express consent does not expire unless consent is withdrawn.

• If relying on an existing business relationship or existing non-business relationship,
						 it is important to keep track of the varying "expiry dates" that arise under the different
						 categories of implied consent (six months or two years).
•
						
						
						

The transitional provision described above will allow REALTOR® members to imply
consent to send CEMs where there is an existing business relationship or existing
non-business relationship and the REALTOR® members has sent emails to the
recipient previously.

•
						
						
						
						
						
						

Implied consent based on the conspicuous publication of an electronic address, or
where the recipient has provided their electronic address to the sender, is likely only
relevant for business-to-business communications (e.g., contacting another
REALTOR® member, or contacting a business owner about a commercial property)
because of the requirement that the message be relevant to the recipient's official or
business capacity. Before relying on this form of consent, it is important to be sure
that the recipient has not indicated that they do not want to be contacted.

3.2. Asking for express consent
			
			
			

If consent cannot be implied, then express consent is necessary. Express consent means that
the recipient has affirmatively indicated to you that they would like to receive a CEM in response
to a request for consent.
9
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If consent cannot be implied and if express consent is not obtained it is important not to send
the CEM or doing so will violate the legislation.

			 There are a number of things that must be taken into consideration when seeking express
			 consent.
			

3.2.1. Information to be Included in a Request for Consent

•
						
						
						
						
						
						
						

Purpose. CASL requires you to clearly explain the purpose for requesting consent.
Be as specific as possible, and tell the individual what they will be hearing about,
and from whom. For example, tell the individual if they will be added to a newsletter,
or if you simply plan to reach out to them in the future with listings that match their
interests. Furthermore, it is essential to be clear about who they will be hearing
from (e.g., from you, your brokerage), and whether their address will be shared with
anyone else. A failure to explain any of this information could result in a finding that
consent was not properly obtained.

• Identifying information. CASL specifically requires that certain identifying information
						 be provided when asking for consent. This information must be set out "clearly and
						 prominently", meaning that it must be easily read. The required information is as
						 follows:
						 • The name of the person requesting consent (or the name by which the person
							 carries on business). In many cases this will be the name of the REALTOR® member.
						 • If one person is asking for consent on behalf of another, then both of those
							 persons need to be identified, and the individual needs to be told on whose
							 behalf consent is sought. For example, if a brokerage is asking for consent on
							 behalf of one or more REALTOR® members, then this needs to be explained to
							 the individual.
						 • Contact information for either the person requesting consent or the person on
							 whose behalf consent is sought must be provided, including a physical address
							 (typically the mailing address of the brokerage), and either a telephone number,
							 email address, or web address.
• Withdraw of Consent: The person providing must be informed that they can
						 withdraw their consent (i.e., unsubscribe) at any time.
			

3.2.2. Form of Consent

					

Express consent can be obtained electronically, in writing, or verbally.

•
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Electronically: Consent can be obtained electronically, for example, through a website.
This often involves the use of a check box. The CRTC has indicated that consent must
be opt-in, not opt-out, meaning that check boxes cannot be pre-checked. If the
individual is required to actively enter their email address specifically for the purposes
of subscribing to a list, then a separate check box is not required. Figure 2 provides
an example of a compliant request for consent because the individual is required to
actively click the check box next to the statement requesting consent.

Guidance on CASL for REALTOR® Members
						 Figure 3 below provides an example of a compliant request for consent where the
						 individual is required to enter their email address next to a statement requesting
						 consent.
• In writing: Consent can be obtained in writing, for example, on a form at an open
						 house. The same requirements that apply to an electronic request for consent apply
						 to a request in writing.
• Verbally: Consent can be requested and provided verbally. All of the information
						 that is required when obtaining consent electronically or in writing (i.e., purpose and
						 identification) must be provided in a verbal request for consent as well.

FIGURE 2: Example of a compliant request for consent with an unchecked check box.
q I would like to receive emails from [NAME OF REALTOR® MEMBER] about properties and listings
in my area. Consent can be withdrawn at any time by clicking the "unsubscribe" link contained in
the email.
[NAME BY WHICH REALTOR® MEMBER CARRIES ON BUSINESS], 123 Windy Lane, Toronto, ON,
A1A 1A1. abcd@mywebsite.com.

FIGURE 3: Example of a compliant request for consent where individual is required to enter their
email address.
Enter your email address below to receive emails from [NAME OF REALTOR® MEMBER] about
properties and listings in your area. Consent can be withdrawn at any time by clicking the "unsubscribe"
link contained in the email.
Enter email address

SUBMIT

[NAME BY WHICH REALTOR® MEMBER CARRIES ON BUSINESS], 123 Windy Lane, Toronto, ON,
A1A 1A1. abdy@mywebsite.com.

11
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A request for consent cannot be subsumed or 'buried' in a larger agreement, such as
an end-user license agreement or privacy policy. The request must be separate from these
agreements, and brought to the specific attention of the recipient. Furthermore, the CRTC
has stated that a recipient must be able to agree to general terms of use or sale without
being required to consent to receiving a CEM.

					
The following is an example of a form that REALTOR® members can use to seek express
					
consent (for example, at an open house) and which satisfies all of the elements described
					 above:
FIGURE 4: Example request for express consent form.
Sign up to our newsletter
Provide your email address below to sign up for my monthly email newsletter for information
about new listings, market statistics, and informative articles about buying and selling a home.
Consent can be withdrawn at any time by clicking the "unsubscribe" link contained in the email.
Email address: _________________________________________________________
		[NAME BY WHICH REALTOR® MEMBER CARRIES ON BUSINESS], 123 Windy Lane,
		
Toronto, ON, A1A 1A1. abdy@mywebsite.com.

			

3.2.3. Confirmation Message

					
					
					
					
					
			

The CRTC has noted that they expect businesses to send a "confirmation" message
following the receipt of consent. The confirmation message reminds the individual that
they have provided consent, and offers an opportunity to opt out. This is often referred
to as "notified opt in". Please note that this is not a requirement of the CASL legislation,
but has been recommended as a best practice by the CRTC.

3.2.4. Existing express consent obtained in compliance with PIPEDA

					
					
					
					
					

If you obtained express consent from someone before July 1, 2014 in a manner that is
compliant with the Personal Information Protection and Electronic Documents Act
(PIPEDA), then that consent is also considered compliant with CASL. This means that
you would not need to seek express consent again from that person for the purposes
of sending email or other electronic messages under CASL.

					
					
					
					

Express consent for the purposes of PIPEDA is generally similar to express consent under
CASL, with a couple of key differences. First, PIPEDA does not necessarily require you
to provide all of the same information required when requesting consent under CASL,
such as a mailing address, and either a telephone number, web address or email address.
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Second, while the CRTC has stated that pre-checked boxes are not acceptable under
CASL, pre-checked boxes are acceptable under PIPEDA where non-sensitive personal
information is involved. For example, the collection and use of an email address to send
real estate-related information would generally be considered non-sensitive information.
In this case, a pre-checked box could be used. By contrast, medical or financial information
about a person is considered sensitive information, and a pre-checked box may not be
an acceptable manner for obtaining express consent to collect such information.

3.3. Evidence of consent
			
			
			
			
			
			
			
			

Any person claiming to have consent under CASL bears the burden of proving that consent
was properly obtained if he/she becomes subject to an investigation or lawsuit. It is therefore
important for you to maintain a record of when and how consent was obtained. For example,
when consent is obtained electronically on a website, a “screen shot” of the site and a log should
be retained in a database along with a record of the date, time, and purpose of consent. While
there are no prescriptive rules for exactly what constitutes proper evidence under CASL, you
should be able to feel comfortable that you could prove that a person provided consent if they
ever tried to argue otherwise.

			
			

It will likely be more difficult to prove that consent was obtained verbally, which should be taken
into consideration when seeking express consent.

4. Information to be Included in a CEM
Once consent has been obtained (whether express or implied), REALTOR® members must ensure that
any CEM they wish to send satisfies two additional requirements: the sender must be properly identified
in the message; and, each message must contain a functioning unsubscribe mechanism.
4.1. Identification
			
			

Every CEM must contain prescribed identification information. The required information is
as follows:

• The name of the person sending the message (or the name by which the person carries on
				 business). In many cases this will be the name of the REALTOR® member.
•
				
				
				
				

If one person is sending the message on behalf of another, then both of those persons must
be identified by name, and the message must indicate who is sending on behalf of whom.
For example, if a REALTOR® member sends an email that promotes the services of a staging
company, then the REALTOR® member could be seen as sending the email on behalf of the
staging company.

• Contact information for either the person sending or the person on whose behalf the message
				 is sent must be provided, including a physical address, and either a telephone number, email
				 address, or web address.

13
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This information must be set out "clearly and prominently". CASL does not specify what this means;
however, the information must be readily viewable by the recipient, with no attempt to hide or
deceive. As an example, very small font, and font colours that are not easily distinguishable from
the background should be avoided. Many email service provider systems (e.g., systems that
allow you to send large quantities of email) allow you to enter this information into a template
that is automatically included in the "footer" of the emails you send through that system.

			
			
			
			

If the required identification information described above cannot be practically included in a
message, then it is acceptable to include the required information in a link to a web page that is
set out clearly and prominently in the message. This could be used, for example, if sending an
SMS text message, which is limited to 140 characters.

4.2. Unsubscribe
			
			
			

Every message must contain a functional unsubscribe mechanism. An unsubscribe mechanism
allows a recipient to easily withdraw consent from receiving any messages in the future. There
are a few key requirements that apply to the unsubscribe mechanism:

•
				
				
				
				
				
				
				
				
				

Form: The unsubscribe mechanism must use the same electronic means by which the
message is sent, unless impracticable. For example, if the CEM is an email, then the recipient
should not be required to unsubscribe by telephone. A CEM must allow the recipient to
unsubscribe either by sending a message to an electronic address (e.g., replying to an email
with "Unsubscribe" in the subject line), or by clicking on a link to an unsubscribe web page.
The unsubscribe mechanism must be able to be "readily performed", meaning that it must
not be too onerous for the recipient. For example, it would be too onerous to require a user
to log into an account in order to unsubscribe. Web pages that allow users to select from
a number of options when unsubscribing (e.g., a "preference centre") are acceptable. The
unsubscribe mechanism must be functional for at least 60 days after a CEM is sent.

• Time to give effect: An unsubscribe request must be given effect "without delay, or in any
				 event no longer than 10 business days". This means that every effort should be made to ensure
				 that a user will not receive any CEMs after an unsubscribe request is made, unless extenuating
				 circumstances make this impossible. Once an individual has unsubscribed, do not follow-up
				 with any messages asking the recipient to re-subscribe. Receiving messages after an
				 unsubscribe request has been made is one of the most common causes of spam-related
				 complaints.
• Cost: The unsubscribe mechanism must be free of charge.
• Specific considerations for SMS Messages: An SMS message must provide the recipient
				 with the choice between replying to the message with the word “STOP” or “Unsubscribe” or
				 clicking on a link that will take the user to a web page where he or she can unsubscribe.
			

4.2.1. Tips for Compliance

•
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Except in cases where very small numbers of CEMs are sent, it is generally preferable
that the unsubscribe mechanism be automated. There are many products and
services that enable automated email list management and unsubscribe mechanisms.
For example, email service provider systems provide unsubscribe mechanisms that
will automatically remove recipients from your list when they unsubscribe.
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•
						
						
						
						
						
						

Web-based unsubscribe pages are often more reliable than unsubscribe requests
sent to an electronic address, as this removes the risk that an unsubscribe request
will be caught in a spam filter. Also, a web-based unsubscribe page - sometimes
referred to as a "preference center" - allows a sender to provide the recipient with
more options beyond unsubscribing altogether. For example, a recipient can be given
the option to choose which types of information they would like to receive, or change
the frequency with which they receive messages (i.e., "opting down").

5. Strategies for Obtaining Electronic Addresses
A database of electronic addresses is a valuable marketing tool that allows a REALTOR® member to
effectively maintain contact with past, existing, and future clients and business contacts. This section
provides practical guidance respecting common practices used for obtaining electronic addresses and
practices that should be avoided.
5.1. Open Houses
			
			
			
			
			

An open house - or any other event - offers an opportunity to collect electronic addresses from
attendees. Given the challenges with recording evidence of express consent obtained verbally,
it is preferable to collect contact information in writing either on a form or on a computer provided
specifically for that purpose. This allows a REALTOR® member to provide all of the required
information and to retain a record that consent has been properly obtained.

			 The exchange of business cards is also an effective way to collect contact information. Note that
			 when a recipient provides their business card to a sender, the sender can rely on implied consent
			 to send a CEM, but only if the CEM is related to the recipient's business or official capacity. As such,
			 the exchange of a business card without obtaining express consent is really only effective for
			 business-to-business type communications. If a person provides their business card with the
			 intention of having you use their business email address to reach them for reasons unrelated to
			 their business, you need to obtain their express consent to do so by following the steps
			 identified above.
5.2. Landing Pages
			
			
			
			
			

Landing pages are commonly used to attract traffic online and obtain prospects. A landing page
may offer an article, report, or webinar, in exchange for the user's contact information. This can
be an effective collection strategy; however, be sure to include all of the required information
in a request for consent (i.e., your name, contact information, purpose for the consent, and a
statement about the ability of the recipient to withdraw consent).

			
			
			
			

If you are selling a product or service (e.g., an upgraded advertising package), then you cannot
require a person to consent to receiving CEMs as a condition of purchasing that product or
service. In other words, they must be able to purchase the product or service without being
required to provide consent.
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5.3. For Sale by Owner Listings
			
			
			
			
			
			
			
			
			

Whether a REALTOR® member may contact an owner selling their own property will depend on
the purpose of contacting the seller. A REALTOR® member may use an electronic address on
the listing to contact the seller if they are doing so on behalf of a client who may be interested
in purchasing the property, so long as the listing does not specify "no agents". In this case, the
communication is exempted from the legislation because the REALTOR® member is inquiring
about a house being offered for sale by the owner. However, a REALTOR® member cannot use
an electronic address on the listing to offer to represent the seller, as the REALTOR® member is
offering his or her services, and there is neither an exemption nor implied consent for this type
of communication.

5.4. Exemption for Referrals
			
			

			
			
			

As is explained above, consent is implied for a single message sent to follow up on a referral.
REALTOR® members must ensure there is implied consent or express consent to send any
further emails to the same recipient. Therefore, it might be a good idea to use the single message
sent to follow up on a referral as an opportunity to request express consent to send further CEMS.
If the recipient does not reply, then no further messages can be sent.

6. Practices to Avoid
6.1. List Purchase
			
			
			
			
			
			

There are companies that offer lists of email addresses for sale. These lists are often marketed
as fully "opt-in", "permission-based" or "compliant". Purchasing such a list may be tempting but is
very risky. Despite advertised claims, it is unlikely that proper consent has been obtained, and
anyone purchasing and sending to such a list is mostly likely doing so in violation of CASL. In
addition, it is also a violation of privacy legislation to buy and sell a list of email addresses without
the consent of everyone whose email is on the list.

			
			
			
			
			
			

There are circumstances where the purchase and sale of a list of email addresses may be done
in compliance with CASL and privacy legislation. For example, if a list is an asset that is sold as
part of the purchase and sale of a real estate practice, then it might be used in way that is
consistent with the obligations under CASL. These situations are complex and it is recommended
that you consult with legal counsel to ensure that the requirements under CASL and privacy
legislation are properly addressed when purchasing or selling a real estate practice.

6.2. Email Appending
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Email appending generally refers to the practice of attempting to add email addresses to an
existing database of contact information by merging two separate databases. There are many
companies that offer such a service. This practice should be avoided as the use of email
addresses obtained through an email appending service would be without consent, and therefore
very likely to result in the sending of emails that are not compliant with CASL.
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7. Installation of Apps
It is a violation of CASL to install a computer program on a computer without the consent of the
computer owner. The definition of “computer program” includes many different things, most importantly
to REALTOR® members being applications (Apps), which is why this section focuses on Apps instead
of computer programs more broadly. However, it is important for REALTOR® members to know that
CASL applies to computer programs in general. It should also be noted that consent is implied for the
installation of certain “computer programs”, such as operating systems and HTML code.
Apps can be a valuable marketing tool for REALTOR® members. CASL requires that before an App
is installed on a device that the authorized user (i.e. the owner) of the mobile device expressly consents
to install the App. The following describes how a REALTOR® member should design his/her App so
as to properly seek express consent from the owner of a mobile device
7.1. Obtaining Express Consent
			
			
			
			

Express consent means that the owner of the mobile device has affirmatively indicated his/her
consent to the installation of the App in response to a request for consent. In order to obtain
express consent REALTOR® members should design their Apps with the following three rules
in mind:

•
•
•
				
			

Provide the required information to the user when obtaining consent from him/her;
Make sure that the format of the consent is in the proper format;
Comply with any additional requirements for those Apps that require special treatment as
they perform specified functions.

7.1.1. Information to be provided

					
					

CASL requires that before an App is installed on a mobile device the following information
be provided to the owner of the mobile device:

• Purpose. CASL requires you to clearly explain the purpose for requesting consent.
						 For example, inform the user that they are consenting to the installation of an App on
						 their device.
•
						
						
						

General description of the App: A REALTOR® member must clearly and simply
describe, in general terms, the function and purpose of the App. This would include,
for example, notifying the individual if the App will make use of location-based
functionality on the device (i.e., GPS).

• Identifying information. CASL specifically requires that certain identifying information
						 be provided when asking for consent. This information must be set out "clearly and
						 prominently", meaning that it must be easily read. The required information is as follows:
						 • The name of the person requesting consent (or the name by which the person
							 carries on business). In many cases this will be the name of the REALTOR® member.
						 • If one person is asking for consent on behalf of another, then both of those persons
							 need to be identified, and the individual needs to be told on whose behalf consent
							 is sought. For example, if a brokerage is asking for consent on behalf of several
							 REALTOR® members, then this needs to be explained to the individual.
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Contact information for either the person requesting consent or the person on
whose behalf consent is sought must be provided, including a physical address,
and either a telephone number, email address, or web address.

7.1.2. Form of consent

					
					
					
					
					

Express consent for the installation of an App must be in the proper format. Such consent
will typically be obtained electronically through the website or platform where the App is
downloaded by the individual. Consent must be opt-in, not opt-out, meaning that the
user must be required to explicitly click on a check box or icon indicating that they provide
express consent. Check boxes cannot be pre-checked.

					
					
					
					
					
					

A request for consent cannot be subsumed or 'buried' in a larger agreement, such as
an end-user license agreement or privacy policy. The request must be separate from
these agreements, and brought to the specific attention of the recipient. Consent for
receiving CEMs and the installation of an App must be obtained separately; i.e., a user
cannot be required to consent to receiving CEMs as a condition of consenting to the
installation of an App, and vice versa.

7.2. Additional Requirements for Specified Functions
			
			
			

Additional requirements apply if an App performs certain specified functions, causing the App
or mobile device to perform in a manner that would be contrary to the reasonable expectations
of the user. For example, if the App:
• collects personal information from the device;
• interferes with the user's control of the device;

• changes or interferes with settings, preferences or commands on the device without the
				 user's knowledge;
• causes the device to communicate with another computer without the user's knowledge;
• changes or interferes with data that is stored on the device in a manner that obstructs,
				 interrupts or interferes with lawful access to or use of that data; or
• allows another third party to install a program on the device without the user's knowledge.
			
			
			

These functions must be brought to the explicit attention of the user, and separate express
consent must be obtained for each of these functions in addition to express consent obtained
for the installation of the App.

			
			
			
			

Furthermore, if the App performs any of the functions described above, the user must be provided
with an electronic address where they can request assistance in having the App removed. The
ability to seek this assistance must be active for a period of one year following the installation of
the App.
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8. Resources
Legislation and Regulations
An Act to promote the efficiency and adaptability of the Canadian economy by regulating certain activities
that discourage reliance on electronic means of carrying out commercial activities, and to amend the
Canadian Radio-television and Telecommunications Commission Act, the Competition Act, the Personal
Information Protection and Electronic Documents Act and the Telecommunications Act S.C. 2010, c. 23
(Canada's Anti-Spam Legislation)
[http://lois-laws.justice.gc.ca/eng/AnnualStatutes/2010_23/FullText.html]
Electronic Commerce Protection Regulations (CRTC), SOR/2012-36
[http://laws-lois.justice.gc.ca/eng/regulations/SOR-2012-36/page-1.html]
Electronic Commerce Protection Regulations (Industry Canada), 81000-2-175 (SOR?DORS)
[http://fightspam.gc.ca/eic/site/030.nsf/eng/00273.html]
Canadian Radio-television and Telecommunications Commission Interpretive Guidance
Guidelines on the interpretation of the Electronic Commerce Protection Regulations (CRTC),
Compliance and Enforcement Information Bulletin CRTC 2012-548
[http://www.crtc.gc.ca/eng/archive/2012/2012-548.htm]
Guidelines on the use of toggling as a means of obtaining express consent under Canada’s anti-spam
legislation, Compliance and Enforcement Information Bulletin CRTC 2012-549
[http://www.crtc.gc.ca/eng/archive/2012/2012-549.htm]
Other
Industry Canada website on Canada's Anti-Spam Legislation
[http://fightspam.gc.ca/eic/site/030.nsf/eng/home]
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NOTE

20

Any questions or comments about the service or products CREA provides?
You can contact us on-line at info@crea.ca.

200 Catherine Street, 6th Floor, Ottawa, Ontario, K2P 2K9
Tel: 613-237-7111, Fax: 613-234-2567

